[image: Picture 1]
Kandu Arts for Sustainable Development Ltd and Kandu Arts Community Projects CIC
Online Safety Policy

	Annual Online Safety Risk Assessment Completion Date: 
	26.08.2026

	Completed by:
	Tommy Deedigan (Operations Manager)

	Summary of improvements:
	· Updated filtering configuration 
· Introduction of two-profile device model
· Improved endpoint monitoring (Senso)
· Updated staff training alignment with DfE cyber-security expectations 

	Policy agreed (date):
	31.08.2026

	Policy published (date):
	03.09.2026

	Next review (date):
	31.08.2027



	Key Online Safety Personnel

	Role
	Name
	Telephone
	Email

	Alternative Provision Manager & Designated Safeguarding Lead (DSL)
	Tammy Farrow
	01249444009
	apmanager@kandu-arts.com


	Operations Manager & Deputy Safeguarding Lead (DDSL)
	Tommy Deedigan
	01249444009
	Admin@kandu-arts.com




	Director
	Edward Deedigan
	01249444009
	ed@kandu-arts.com



Statutory Framework Compliance 
This policy has been fully updated for the 2026/2027 academic year to ensure strict compliance with the following statutory frameworks: 

· Keeping Children Safe in Education (KCSIE) (2026)
· Working Together to Safeguard Children (2026)
· The Prevent Duty Guidance (2023)
· Wiltshire Safeguarding Vulnerable People Partnership (SVPP) Policy and Procedures (2024)
As part of its duty of care, Kandu Arts supports its community to use communications technology in a safe and appropriate manner. The development and implementation of this Online Safety policy involves all the stakeholders in a young person’s education from all staff and volunteers of Kandu Arts to parents, members of the community and the young people themselves.

Scope of Digital Risks & Harm
Technology-assisted harms can manifest rapidly inside and outside the provision. Kandu Arts categorises these risks into four areas of harm aligned with KCSIE (2026):

· Content: Exposure to illegal, harmful, or inappropriate material, including pornography, criminally racist content, radicalisation materials, or platforms promoting self-harm, suicide, and eating disorders.
· Contact: Being subjected to grooming or inappropriate communication by strangers, peers, or adults trying to exploit a position of trust.
· Conduct: Technology-facilitated child-on-child abuse, including cyberbullying, image-based abuse, sexting, "upskirting", and the targeted misuse of artificial intelligence (AI) to create, manipulate, or distribute harmful, abusive, or sexually explicit content (e.g., deepfakes or nudification technology).
· Commerce: Exposure to commercial risks such as online gambling, financial scams, phishing, or identity theft through the mismanagement of personal credentials

Many of these risks exist offline so this policy must be applied alongside the Safeguarding policies. It is impossible to completely remove these risks, so it is essential to build young peoples’ confidence and skills to mitigate these risks through educational provision. 

The policy will be reviewed annually, or more regularly in the light of any significant new developments in the use of the technologies, new threats to online safety, or incidents that have taken place. Should serious online incidents take place, external agencies including the police may be informed.

Scope of the Policy
This policy applies to everyone who interacts with the online systems including but not limited to staff, young people attending the provision, parents, and volunteers.

The provision will deal with incidents within the scope of this policy (and associated positive behaviour and anti-bullying policies) occurring during provision hours and utilising our ICT services, or where the reputation of the provision or the staff are at risk. Incidents of which we become aware happening outside this remit will be reported to parents and may be reported to outside agencies where appropriate.


Staff:
Have an up-to-date awareness of online safety matters and of the current school Online Safety policy and practices
Report any suspected misuse or problem to the Director or Senior Leadership Team. 
Use only official provision systems for communication with pupils and parents
Embed online safety issues in appropriate aspects of the provision and activities
Assist pupils to understand and follow the Online Safety and Acceptable Use policies
Are aware of online safety issues related to the use of mobile phones, tablet devices, cameras and other devices, monitor their use, and implement provision policies related to these devices. All phones are to be handed in at the start of the day as per the mobile phone policy. Access to computers and tablets will be limited and supervised.

Education and Training – Staff
It is essential that all staff receive online safety training and understand their responsibilities, as outlined in this policy. Training will be offered as follows: 

All new staff will receive the Online Safety policy as part of their induction programme, ensuring that they fully understand the provisions Online Safety and Acceptable Use policies
All staff are expected to read the Online Safety policy as part of the safeguarding documentation on an annual basis and confirm that they have done this.
In alignment with DfE digital standards, all staff with access to the IT network must complete basic cyber security training annually utilizing the free National Cyber Security Centre (NCSC) modules.

Designated Safeguarding Lead:
Takes day-to-day responsibility for online safety issues 
Ensures that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place
Will be trained in online safety issues and be aware of the potential for harm to arise from:
sharing of personal data
the impact of a ‘digital footprint’
access to inappropriate or illegal materials
inappropriate online contact
potential or actual incidents of grooming
cyberbullying
sharing of images including sexting
child sexual exploitation
mental health and wellbeing when using digital devices

Young People:
Understand the importance of reporting abuse, misuse or access to inappropriate materials, and know how to do this
Understand our policies on the use of mobile phones and other devices
Understand our policies on the creation and sharing of images
Understand our policies on cyberbullying

Education – pupils 
Young people need help and support to recognise and avoid risks and build their resilience.

Online Safety education will be provided in the following ways: 
Key online safety messages will be reinforced as part of a planned programme of pastoral activities.
Staff will act as good role models in their use of ICT, the internet and mobile devices.


Technical Monitoring, Filtering & Escalation Pathway
Filtering, Monitoring, and Incident Escalation
Kandu Arts maintains a layered, proactive approach to internet filtering and monitoring that satisfies the DfE Filtering and Monitoring Standards and UK Safer Internet Centre (UKSIC) guidelines.
· Infrastructure Shielding: The primary technical defense utilizes CleanBrowsing Family Filter (blocking adult content, proxies, VPNs, and malware while enforcing SafeSearch) coupled with a Quad9 secondary resolver for threat-intelligence-based resilience.
· Endpoint Monitoring Software: All 10 provision-managed PCs and Macs run active Senso.cloud monitoring software. This agent dynamically intercepts visual screen captures, keystrokes, and search terms in real-time, instantly logging keyword violations and alerting the safeguarding team. Manual browser-history reviews are entirely superseded by this automated system.
· Onsite Supervision & User Attribution: Learners are accompanied 1:1 by a staff facilitator at all times when using digital devices. Devices utilize a two-profile local architecture: a password-restricted staff profile for solitary staff work, and an open public profile for active 1:1 sessions.
· The Legal Audit Trail: Because devices use a generic student profile, individual user tracking relies on a physical-human correlation. If a Senso technical alert triggers, the Designated Safeguarding Lead (DSL) cross-references the alert timestamp and device name against the daily 1:1 staff timetable to isolate and identify the specific staff-pupil pairing active in that session.
· Reporting Pathway: Any technical failure, bypass attempt, or filtering vulnerability must be reported immediately to Tommy Deedigan (Operations Manager & DDSL) for technical rectification. Any online incident involving a disclosure of abuse, cyberbullying, radicalisation, grooming, or child-on-child image abuse must bypass standard behaviour management tracks. Staff must log the issue via CPOMS within the hour and verbally report the matter directly to Tammy Farrow (DSL) or Tommy Deedigan (DDSL). In the event of a severe, potentially illegal online incident, the DSL will immediately contact the Wiltshire Integrated Front Door or the Police on 999.
 
Use of photographs and video
When using digital images, staff will inform and educate pupils about the risks associated with the creation, use, sharing, publication and distribution of images. In particular they will recognise the risks attached to publishing their own images on the internet, e.g., on social networking sites.
Staff are allowed to create photographs, video and audio recordings for educational purposes, but will follow the provisions policies concerning the sharing, distribution and publication of those images. Equipment can be provided for taking photos, videos or audio recordings for educational purposes.
Photographs, video and audio recordings published on the website, or elsewhere that include young people will be selected carefully and will comply with good practice guidance and relevant legislation on the use of such images.
Permission from parents/carers/young people will be obtained before photographs of young people and their names are published by the provision.
 
Data Protection & UK GDPR Compliance
All personal and sensitive data relating to learners, parents, and staff is captured, processed, transferred, and stored in strict accordance with the UK GDPR and the Data Protection Act (2018).
1. Lawful Basis for Processing: Kandu Arts processes personal data under the lawful bases of "Public Task" and "Legal Obligation" to ensure the safety and educational welfare of our learners.
2. Safeguarding vs. Confidentiality: In accordance with 'Information Sharing - Advice for practitioners' (2024), data protection laws and UK GDPR do not act as a barrier to sharing information where there is a valid safeguarding concern. The protection and welfare of the child or vulnerable adult is paramount.
3. Information Sharing in Disclosures: Where an online safety incident reveals a safeguarding risk, the DSL/DDSL will share relevant data with the home school, Wiltshire Children's Social Care (Integrated Front Door), or the Police without seeking prior consent if doing so would place the learner or others at increased risk of harm.
4. Data Security: Personal data relating to pupils must never be downloaded onto personal devices, unencrypted USB sticks, or shared via consumer messaging platforms outside our approved operational protocols. Any files containing sensitive safeguarding metrics sent electronically must be encrypted, with passwords delivered via an alternative, out-of-band communication method.

Communications
When using communication technologies the provision considers the following as good practice:
Users need to be aware that email communications may be monitored
Users will immediately report to a member of staff the receipt of any email that makes them feel uncomfortable, is offensive, threatening or bullying in nature, and will not respond to any such email
Any digital communication between staff and young people or parents will be professional in tone and content

Unsuitable/inappropriate activities 
Users must not visit internet sites, make, post, download, upload or pass on material, remarks, proposals or comments that contain or relate to:
Pornography (including child pornography)
Promoting discrimination of any kind
Promoting racial or religious hatred
Promoting illegal acts
 
In addition, staff must not engage in any contact with a young person via social networking sites or share personal contact information (mobile phone numbers, home email address, etc.) with young people.  Should staff require the personal mobile phone numbers of young people in order to contact them on an educational trip/visit, the provision mobile devices will be used. The contact details of young people will then be erased from the mobile device as soon as the trip/visit has returned safely.




Staff Code of Conduct for Technologies & Messaging
Staff Technology Boundaries & Acceptable Use
All staff are bound by the Staff Behaviour Policy regarding digital communication:
· Personal Devices: Personal phones must never be used to capture photos, videos, or audio recordings of learners.
· Messaging Apps (WhatsApp): The staff WhatsApp group is limited strictly to operational coordination (e.g., site movements, cover requests). Staff are strictly prohibited from sharing learner names, photos, or discussing safeguarding concerns on this platform.
· Staff must not use WhatsApp Web or link their work-related messaging accounts to any shared, unmanaged, or public computers.
· Staff must report any lost, compromised, or stolen personal device to the SLT immediately so they can be removed from active team chats.
· Social Media Contact: Staff must not accept or solicit social media contact from any current learner, or any ex-learner under the age of 18. Staff must maintain maximum privacy settings on all personal profiles to avoid bringing the provision into disrepute.
· Profile Compliance: Staff are strictly prohibited from utilizing the open pupil device profile for personal browsing, administrative duties, checking staff emails, or any task outside of an active 1:1 learning session. Using a student profile for non-educational activities constitutes a direct breach of the Staff Code of Conduct.
· Personal Mobiles & 5G Boundaries: While the provision holds no technical capability or legal authority to monitor personal devices running on cellular data (5G etc.), staff personal phones must remain completely out of sight during all 1:1 session except for the use of communication in the team WhatsApp chat. Personal devices must never be actively used in sessions or shared with a young person. Staff are reminded that any deliberate circumvention of Kandu networks to access inappropriate content at work falls under statutory whistleblowing and Local Authority Designated Officer (LADO) reporting guidelines.
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